
© 2019 Deloitte LLP. All rights reserved.

A window into your organisation:

The importance of securing and classifying your SAM data

A Deloitte Software Asset Management (SAM) Bulletin

Author
Alex Martin

Contributors
Kristian Park

Peter Kunorubwe 
Anant Jain

Shishir Asati

September 2019



© 2019 Deloitte LLP. All rights reserved.

In recent years the number of SAM tools in the market has increased, with the aim of simplifying the gathering, 
centralisation and interrogation of data supportive of determining software licence compliance. Many of these tools 
major on offering an ‘all-in-one’ solution, that may reduce the costs of purchasing and maintaining separate asset, 
service and/or configuration management tools. 

But what risk does this aggregation of SAM data into a single tool or repository potentially pose to an organisation? 
Is SAM data being suitably classified within your organisation? And are your SAM tools secure enough to store this 
information from unwanted, outside eyes? 

There are a number of areas of data security risk in which any organisation should be cognisant of when deploying 
and operating their SAM tool:

If an individual were to interrogate organisational data stored in a standalone database, the information gained 
from the exercise may only amount to a smaller piece of a much larger puzzle. However, where data is 
consolidated into a SAM tool and is aggregated with scans of physical software installs for compliance reporting, 
the ‘value’ of the data being stored in your SAM tool increases exponentially. Data that previously may have been 
stored in multiple databases, or across entire networks of systems (as in the case of software installation data) and 
would require any prospective cyber attacker to access multiple systems across a network is now accessible in a 
single place, potentially within a single database. 

In regards to the risks, most plainly, information may be gleaned on the level of software non-compliance within 
the organisation which may represent a financial risk to a company. However, the information SAM tools store is 
far greater than that, as illustrated overleaf.

Data Consolidation – keep your eggs in a secure basket

Introduction

Business data of any kind, from financial information (such as Purchase Orders, invoices, hardware and software 
spend data) and technical information (server specifications, hardware components, design architecture and IP 
addresses) to employee records (names and addresses) is a valuable resource within any organisation. When 
analysed and used effectively, this type of data can provide an organisation with valuable mapping of trends and 
provide Management Information that can be used to plan future business strategies and mitigate operational risk. 
Conversely, such data may also represent an irresistible opportunity for cyber criminals, entities and individuals to 
gain insights into an organisation’s inner workings which may offer an advantage - competitive, financial, or 
otherwise. Data security and the appropriate handling of such information has been a key focus across businesses 
for many years and with the introduction of the General Data Protection Regulations (GDPR) in Europe, 
organisations have been further required to ensure that the storage and integrity of personal data is managed 
appropriately. 

Software Asset Management (SAM) leverages data from a number of sources, which may initially be stored in a 
series of databases or inventories. When this data is combined and processed using a SAM tool, this allows 
organisations to effectively monitor and report on their software licence compliance position and to identify areas 
of cost saving. However, by aggregating this data into a SAM tool, the value and risk profile of this data increases 
exponentially. As such, it is important that this data is handled properly and effectively. In our experience, many 
organisations may not be fully aware of the amount of information that may be gleaned from SAM data outside of 
compliance and cost optimisation. As such, SAM tools may be given less focus in regards to security and data 
retention than other systems.  

This article seeks to explore the types of data that may be gathered by a SAM tool, the potential risks associated 
with consolidation and aggregation of this data and how any SAM function may seek to secure and mitigate the 
associated risks. 

Know your SAM Tool
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Account / Device Credentials - Access all Areas 

In order for a SAM tool to access the data stored in another device, server, system or data repository, where an 
Application Programming Interface (API ) does not allow for a different mechanism of access, SAM tools may need 
to be provided with administrative credentials or escalated privileges. This may represent a number of challenges 
to an organisation:
• How are those credentials stored when ‘at rest’ in the main SAM tool?
• Is the information encrypted or stored as ‘plain text’?
• How does the system connect to and communicate with the remote system? Are secure protocols (HTTPS, SSH) 

used?

Mechanisms that may support such secure access to systems is in the use of ‘privileged access management’ tools. 
These tools may provide a ‘one time’ access code for the SAM tool, when integrated effectively, ensuring that the 
access may be controlled and any credentials used by the tool are only effective for a short time or single access 
event. Alternatively, data may be uploaded manually without direct connections, such as in the case of hardened 
or ring-fenced environments Application Programming Interface (API).

With such a wide number of data sources converging into one application and/or database, organisations need to 
ensure that access to their SAM tool and, further, the tool’s build itself, are secure enough to restrict and secure 
the data stored within it.  

Application integrity and encryption – Say no to plain text! 

Restricting access to a SAM tool will only secure the data stored within the software if the product itself is secure in 
respect to its encryption protocols used to store and transfer data and to the code within which the tool has been 
constructed. Whilst this article is not intended, and should not be used to provide an exhaustive and 
comprehensive view on the types of data encryption available, there are, broadly speaking, three key areas in 
which a SAM tool or SAM solution using a SAM tool as a component should have a suitable level of encryption of 
SAM data: 

Penetration testing of your SAM tool may reveal areas of vulnerability which may be remediated to ensure the data 
residing in the application and/or its respective databases is appropriately secured. 

Illustration of the data types consolidated into SAM Tool Databases
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In addition to ensuring that a SAM tool and database suitably encrypt SAM data, it is also important to consider 
how information is passed between the database, any supporting systems and the SAM tool application layer. The 
SAM data ‘in transit’ should be securely passed from one component to another by the SAM tool via a secure 
communications and/or data transfer protocol. In the absence of these secure channels, organisations may be 
exposed to their data being intercepted. This is of even greater importance when leveraging cloud-based SAM tool 
solutions, as data may be more susceptible to being intercepted over the internet and/or through a third parties’ 
shared infrastructure. 

SAM Tool Data Transfer - Secure your Pipeline!

Classifying your SAM Data
Organisations typically classify their data in order to identify the areas of high risk for an organisation and to 
identify areas of an organisation’s infrastructure that may require higher security. Given the information that can 
be gleaned from it, SAM data should be no different in this regard. There are a number of data governance models 
in the marketplace whose classification approach varies depending on the whether the organisation’s focus is to 
establish a good level of data quality (e.g. ISO8000 – Data Quality) or to securely manage and store the data (e.g. 
ISO 27001 – Information Security Management ). This article does not seek to advise on which approach to take in 
regards to data classification or the level of classification that should be adopted. However, in our experience 
typically, organisations define their own data classifications based on a standard set of definitions which may be 
taken into account when assessing the data in a SAM tool  - for example, for personal data, where legal and 
regulatory requirements for all businesses set by the UK government in the Data Protection Act and in the GDPR 
help to determine what classification may apply to SAM data. The below illustration provides an example of how 
data may be classified, dependent on an organisation’s determination of what risk profile SAM data constitutes. 

However and whichever terminology is employed in an organisation, it is important that this is standardised and 
advertised in a policy to ensure that all staff are aware of the requirements for the management of data and that 
those with access to SAM data know who they can and can’t share the data with.
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Conclusion

There are a number of security considerations which any organisation should be conscious of when choosing, 
deploying and running a SAM tool in their estate, a number of which we have sought to illustrate within this article. 
The importance of engaging with key interfaces such as cybersecurity is key to ensuring that a tool may be 
employed and used appropriately in line with regulations and company policies. Ultimately, a SAM tool is a 
powerful asset for any organisation to gain insights into licence compliance and beyond. By ensuring security 
controls are in place that are appropriate for the tooling and organisation in question, these benefits may remain 
securely within the organisation and not in the hands of those who would use it to do harm or immorally profit 
from its contents. 
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